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Managed Digital Risk Protection Service

In recent times we have witnessed a huge The challenges organisations are facing with
Increase in phishing and Business Email threat intelligence and digital risk are
Compromise (BEC), numerous high-profile compounded by:

supply chain attacks, and threat actors
Increasingly exploiting new vulnerabilities and
misconfigurations. With data everywhere,
companies are constantly being exposed to new Over-reliance on a small number of people
digital risks, but often lack the visibility to along with a shortage of specialist skills
effectively manage them. Often threats manifest
not just within an organisation’s boundary but
across the entire digital ecosystem, including the
open, deep and dark web.

A cyber landscape that is constantly evolving
with new threat actors, tools, and technigues

Difficulty in prioritising risk and allocating
budget and resource accordingly

Maximising security to successfully detect and
respond to threats

Maintaining vigilance to ensure business
continuity



Integrity360’s Digital Risk
Protection Service

Integrity 360's Threat Intelligence and Digital
Risk Protection Service enables organisations to
augment their existing cyber security controls by
addressing the visibility gap of threats that are
primarily external to their environment. Tailored
and industry-specific threat information allows
organisations to quickly understand and act on
their external exposure and minimise digital risk.

Integrity360, in partnership with Digital
Shadows, provides industry leading Threat
Intelligence and Digital Risk Protection with
highly-skilled and experienced security analysts,
threat intelligence experts, and an award-
winning SOC that together remove the upfront
cost and complexity required to invest in internal
tools and resource.




Primary Use Cases

Data Leakage Detection Brand Protection Attack Surface Reduction

« Marked Documents Impersonating domains « Exploitable vulnerabilities
* Customer Details Phishing Sites « Certificate Issues

« Employee credentials Spoof Social Media « Open ports

profiles * Misconfigured devices
Spoof Mobile apps

Dark Web Monitoring Threat Intelligence Technical Leakage
Accounts for sale Threat actor profiles / Detection
Mentioned by Threat tracking « EXposed Access Keys
Actor Intelligence Incidents « Unauthorised code
Phishing kits Supplier / Vendor commit
aglelplive]gigle « Source code




Integrity360’s Digital Risk Protection Service
Feature |sStandard _|Complete

24x7 Threat Monitoring and profile updates v v
Threat analysis and response alerting v v
Major and vertical specific threat advisories v v
Platform set up and change management v v
Centralised ticketing — email, phone, portal v v
On-line search portal v v
Monthly reporting and service review v v
Quarterly Strategic review v v
Tailored Threat Intelligence v v
Credential Exposure v v
Impersonating Domains v v
Certificate Issues v v
Threats against Third Party Platforms v v
Extended ‘Closed Sources’ monitoring X v
Data Leakage Detection (DLD) Optional v
Attack Surface Reduction (ASR) Optional v
Online Brand Security (OBS) Optional v
Enhanced closed sources monitoring X v

Managed Takedowns Optional Optional



Our Approach

Configure

Identification of key
assets. Configure an
unlimited number of
assets* to be
monitored

Collect

Monitor open web,
deep web, and dark
web for any digital
exposure of key assets

Analyse

Identify risk from
exposure

A

Mitigate

Take action and

protect:
Searchlight portal
Takedown options
Playbooks

« Context

« Enforcement

*Unlimited assets include domains, brands, company names, |P Ranges, document markings,
DLP identifiers, social media pages, handles, hashtags, mobile apps and bins.



Why Choose Integrity360?

We are the leading independent cyber security Over 15 years' experience in cyber security
services specialist operating across the UK and industry

Ireland. Since 2005 we have earned the status International cyber security specialists
of trusted security advisor for over 300 clients, offering global capability with local
Including some of the largest businesses in presence

Irel he UK.
reland and the U Security first approach with end-to-end

service delivery

Our Security First approach positions security Suite of best-practice security services and

as an enabler and empowers our clients to do solutions, addressing the full lifecycle of

business securely. We work with you as required security controls

a partner, get to know you and Support from a team with industry-leading
provide tailored support coupled with qualifications and proven experience

advantageous commercials. ) )
9 Representative Security Pure-Play Vendor

in the 2020 Gartner Market Guide for

Managed Security Services



Why Choose Integrity360°?

Peace of mind

24xX7 monitoring of
threats

Proactive approach to
security management
and continuous
Improvement

Alert triage,
investigation, and
response

Recommendations
and guidance for
remediating risks and
vulnerabilities

Productivity

Faster time to detect
and response to
external threats

Avoid lost productivity
and reduce time to
resolve security
incidents

Effective filtration of
noise and false
positives

Accelerate your
security maturity
journey

Competence

Augment security
capabilities by
outsourcing to
experienced
professionals

Custom, tailored
threat intelligence
briefings

Insider access to
extensive threat
intelligence library

Comply with legal
and regulatory
requirements

Resources and

Tools

Major threat
advisories and
industry specific
alerting

Detailed descriptions
of threat profiles,
timelines, mappings
to Mitre ATT&CK, |0Cs,
and trends analyses

Ad hoc searches with
SearchLight online
portal

Monthly reporting
and service review,
plus quarterly
strategic review

Expertise

Highly skilled and
qualified security
analyst and threat
intelligence experts

Purpose built, state of
the art SOC

Global leaders in
Threat Intelligence
and Digital Risk

Highly rated by
Forrester and
Gartner

Value

Eliminate the need

to employ specialist
internal

resource and invest
in costly tools

Unlimited assets
and users

Target investment
to most serious
threats

Integration with
other I360 services



Contact an Integrity360
advisor today to learn how
you can protect your
company'’s risk posture.

info@integrity360.com

@ www.integrity360.com

360




	Slide Number 1
	Managed Digital Risk Protection Service
	Slide Number 4
	Primary Use Cases
	Integrity360’s Digital Risk Protection Service
	Our Approach
	Why Choose Integrity360?
	Why Choose Integrity360?
	Slide Number 10

