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Security Related GDPR Sections

Article 24. Responsibility of the controller

The controller shall implement appropriate technical and organisational measures to ensure and to be able to
demonstrate that processing is performed in accordance with this Regulation.

Article 25. Data protection by design and by default

The controller shall, both at the time of the determination of the means for processing and at the time of the
processing itself, implement appropriate technical and organisational measures, such as pseudonymisation, which
are designed to implement data-protection principles, such as data minimisation, in an effective manner and to
integrate the necessary safeguards into the processing in order to meet the requirements of this Regulation and
protect the rights of data subjects.

Article 28. Processor

Where processing is to be carried out on behalf of a controller, the controller shall use only processors providing suf-
ficient guarantees to implement appropriate technical and organisational measures in such a manner that processing
will meet the requirements of this Regulation and ensure the protection of the rights of the data subject.

Article 30. Records of processing activities

Each controller and, where applicable, the controller’s representative, shall maintain a record of processing activities
under its responsibility.

Article 32. Security of processing

The controller and the processor shall implement appropriate technical and organisational measures to ensure a
level of security appropriate to the risk.

In assessing the appropriate level of security, account shall be taken in particular of the risks that are presented
by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or
access to personal data transmitted, stored or otherwise processed.

Article 33 & 34. Notification/Communication of a personal data breach to the supervisory authority

In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later than 72
hours after having become aware of it, notify the personal data breach to the supervisory authority.

Processor shall notify the controller without undue delay after becoming aware of a personal data breach.

Article 40. Codes of conduct

Associations and other bodies representing categories of controllers or processors may prepare codes of conduct, or
amend or extend such codes, for the purpose of specifying the application of this Regulation.

Article 42 & 43. Certification/Certification Bodies

The establishment of data protection certification mechanisms and of data protection seals and marks, for the
purpose of demonstrating compliance with this Regulation of processing operations by controllers and processors
shall be encouraged.

Recital 83. Security of processing

The controller or processor should evaluate the risks inherent in the processing and implement measures to
mitigate those risks, such as encryption. Those measures should ensure an appropriate level of security, including
confidentiality, taking into account the state of the art and the costs of implementation in relation to the risks and
the nature of the personal data to be protected. In assessing data security risk, consideration should be given to the
risks that are presented by personal data processing, such as accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed which may in
particular lead to physical, material or non-material damage.
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