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Don’t Expose
Yourself
A Modern Approach
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An exposure is anything that
may be exploited by a bad
actor to achieve their objectives
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What is Exposure
Trends exacerbating Attack Surface Exposure

Work-from-anywhere era March to the cloud continues

" “Is there any chancwyot;d prepared F’
to come mto the offlce occasionally?” e
' ..1'? g

YOU'RE
PRETTY NEW
TO CLOUD
STORAGE,
AREN'T
Yyour

SECURITY
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Not to mention...

40 Billion

Connected |oT devices by
2025, (+15-20% pa)

19 %
Annual growth in OT
investment to 2030

329 million

Terabytes of data generated
daily, up to 90% unstructured
(+23% pa)
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SaaS Apps

q Structured & X Exposure
Exposure HH unstructured
data
N\ = On-prem / private
A=) _ :| cloud
" - devices/servers G
- [ ‘| S
Mobile ,/” N X Exposure
devices ’I \ OT/lOT
Infrastructure
Workers-from- \\\
anywhere St
Identities and Exposure
@ Exposure permissions

Exposure

Protection
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What is Exposure?

Vulnerability Management as a problem is not going away

35,000 Quick poll:

Vulnerabilities (CVEs) identified by year How many of you find
30,000 - managing vulnerabilities easy
25,227 within your organisation?

25,000
- 20,171
E 20,000 18,325
E 16,557]7'344 ®
-g 14,714

15,000
’ ?

10,000

7,946

6,480 6,447

5,736 5,297 5,297

5,000 4,632 4,155

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
Source: Statista.com
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What is Exposure?

Risk Based Vulnerability Management (RBVM)

Gartner’s Risk-Based Vulnerability Management Methodology Quick po II:
How many of you have

- Assess results implemented Risk Based
. Determine th « Track and * Threat -
sfo?);mc;?tehe € review metrics intelligence \/U | Nnera b| | |ty M a ﬂag emeﬂt
» DAST » Asset . . . .
program ot Criticality within your organisations?
* Define roles and « XSPM Assignment
responsibilities VA . BAS
» Select vulnerability . EASM . VPT
assessment tools
. Cre_ate and refine
policy and SLAs “Even taking a risk-based
» |dentify asset .
context sources o Virtual patch vulnerability management
management « PAM i
» Network » Configuration (RBVM) approaCh mlght nOt
segmentation  management be sufficient. Fixing every
« MFA « Zero trust .
« Patch access known vulnerability has

always been operationally
infeasible.” - GARTNER
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Al Vulnerabilities

‘sconfguraton

i ldentities & Permissions
®
? I
Security Controls T ®

IR AN

Security Awareness SaaS Misuse \ ® I

Types of Exposure

Credentials

Categories of
Exposure extend
beyond
Vulnerabilities

Supply Chain Risk

Physical Security
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Security leaders must
become CEOs

“Chief Exposure Officers!”
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The Chief Exposure
Types of exposure Officer mindset

Al creates new exposure

AI - thfeat or OppOfth\itY? « Unauthorised access / Data leakage

* |Impact of a breach
* Information governance
+ Data classification and labelling

* Access permissions

Al turbo charges exposure
exploitation

 Deepfakes & social engineering
« Al-led attack automation

« Advanced phishing at scale *
Al-powered security enhancement ?

* Exposure visibility

« Al-enhanced tooling - rapid analysis  |®

+ Copilotization of the SOC ® \

* Natural language queries

\ N
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How attackers leverage exposure

Attackers chain exposures to build attack paths

ATTACK PATH

Initial Establish

attack foothold

Misconfiguration

Enumerates Identified within Gains initial
(Port-Scan & Active Directory access via Man
Service Environment In The Middle
Identification) Attack
the machines in
scope. .
- ) .: N .
< O

Actively exploits
the vulnerabilities
identified

Expand

access

Expands access
on the internal
network by
retrieving a set
of cached
credentials from
memory

recon

? 3 =
—{ % )23

Enumeration
identified all the
DC’s and SQL
Servers

Enterprise

Lateral

movement

Moved laterally
across network
with domain-
level access

Escalate

privileges

Added user to
Enterprise Admin
Group

Identify

key assets

Identified
Server
Containing
Customer
Data

Access

objectives

Obtained
Customer Data
&
Compromised
the entire
domain
including
Azure.
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MITRE
ATT&CK.
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Threat Exposure Management
Home truths about Exposure Management

Every organisation needs
understanding of their

/ attack surface, exposures,
and possible attack paths

71%

of organisations do Understanding
not have sufficient
understanding of
their attack surface

I

g HoME TRUTHS o T
(o)
4 Need to constantly
2 "7 monitor for new
Choking off / og) exposures that open T ¢
attack paths will 'y new attack paths

reduce risk
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Exposure Management
Whack-a-Mole

credentals How do we
Misconfigurations p”o.rlt.lse
remediation of
‘ ’ ( Q ‘ - Disabled exposures?
Protections
’ (« ) 2) :

T °
® \
Vulnerabilities Default ~ Excessive
passwords ~ permissions I
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Threat Exposure Management Traditional Risk Management
RISK = PROBABILITY x IMPACT

¥

Risk Management

Exposure Management: CRITICALITY OF EXPOSURE =

Likelihood of Exploitation Impact of Exploitation
Exposure Severity . Asset criticality
Ease of exploitation - . Presence on attack path to critical ®
internal/external, requires user asset(s)
interaction, authentication, etc . Presence on multiple attack paths to ® T
Number of Active exploits available critical asset(s)
Active exploitation in the wild by . Impact of those critical assets being
threat actors targeting your profile compromised T *
? N\

Exposure Severity and Asset criticality alone are not sufficient
to determine the priority of remediating an exposure \ x
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Threat Exposure Management overview

Exposure remediation prioritisation is vital

Water pours over the top of the bulkheads Th reat

via the deck above, flooding the entire hull
Invalid no-
breach
I ] [ | / !! assumption

IJ [ S
Lateral Movement,

Bulkheads not watertight

Inadequate response plan

 Nr of lifeboats: 20, places for 1,178
people
* Nr of people on board: 2,209
«  Women and children first / Women
and children only?
e Titanic survivors: 712
o 32% of those on board « . ’
o 60% of lifeboat places Someone could trip on these!
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Threat Exposure Management overview

Components of Exposure Management

Threat Exposure Management

Risk-based Identification & prioritisation
of exposure to threats

SECURITY
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Manage Manage attack

surface

vulnerabilities

* Asset Discovery « External Attack Surface
. Scanrjl_ng _ + Cyber Asset Attack Surface
. C|a55|f|cat_|_on « Attack Path Analysis
*  Exploitability + Cloud Security Posture
« Prioritisation « Digital risks/Brand abuse
« Patching/Mitigation « Deep/Dark Web
*  Supply chain
+ People!
< { Platform convergence

Test and

validate
exposures

Continuous Pen Testing
Breach and Attack Simulation
Security controls testing
Phishing Simulation

—

v
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EXPECTATIONS

Threat Exposure Management
Most emerging tech in Security Operations relates to better managing

exXposures

Digital Forensics and

O ponse ( ¥

ce

Automated Penetration Testing @
and Red Teaming Technology

xposure Management ’

Automated Security
Control Assessment

Identity Threat DeTeCIon g
Penetration Testing as a Servi

Generative Cybersecurity Al

External Attack Surface Management /" >

Incident Regponse

XDR

> | Breach and Attack Simulation

() Digital Risk Protection Services

() Managed SIEM Services

., Vulnerability Prioritization
L, Jechnology

(NDR
L Threat Intelligence

P O Products and Services
MDR Services | OV Secrity
SOAR -

Vulnerability Assessment
|SIEM N

Endpoint Detection ~/
and Response
lespons

A Cybersecurity
Mesh Architecture July
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
Plateau willbereached: O <2yrs. O 2-5yrs. @ 5-10yrs. A >10yrs. & Obsolete before plateau

Vulnerability Assessment

VU

Inerability Prioritisation

Digital Risk protection
Testing for Exposures

BAS

PTaaS

Automated PT
Automated security
controls assessment

Attack Surface Mgmt:

EXPOSURE MANAGEMENT

EASM
CAASM

SECURITY
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CYBER SECURITY CONFERENCE 2023




SECURITY

Inteqrity 360 FIRST

uuuuuuuuu ity in mind
ccccccccccccccccccccccccccc

Threat Exposure Management

Continuous Threat Exposure Management

A continuous threat exposure management (CTEM) programme is an
integrated, iterative approach to prioritizing potential treatments and
continually refining security posture improvements.

Inform
Governance Risk and
Compliance (GRC)
Drlve

Enrich
‘7

Threat Detection

and Response
—

Prioritize ®

Initiate l I Validate

? 1
Treatments and Security
Posture Optimization
®

Both the attackers’ and defenders’ views need to be combined to

minimise an organisations exposure to present and future threats X
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An effective Exposure Management
programme starts with understanding

The thSGS of a CTEM Proqramme which categories of exposure to include

« Scoping (Identifying)

Business Critical Assets
External Attack Surface
SSPM/CSPM

Digital Risk Protection
Dark & Deep Web sources

Threat Exposure Management

Tl Governance Risk
and Compliance

Initiate

0O O O O O

Mobilization

Scoping « Discovery

o ldentify visible & hidden assets
o ldentify vulnerabilities & misconfigurations

* Prioritization
o Based on urgency, severity and risk

Prioritization e Validation

o Attack success

o Potential impact

* Resilience o Response & Remediation speed
Enrich « Risk Reduction
* Reduced cost « Mobilisation
Threat Detection « continuous o Build a team to address the exposures
Investigation and improvement o Confirm the toolset to remediate the

Response (TDIR) exposures



SECURITY

Integrity 3560 FIRST

your security in mind
CYBER SECURITY CONFERENCE 2023

Threat Exposure Management

Sample Maturity dimensions for Threat Exposure Management

Asset 4
VIP E ¢
Coverage 0 monitoring Xposure
Scope = Complete Brand Abuse Scope
oT 'c>5 Supply chain Ced
< Open, deep, and dark Pddaﬂ
web/ Data leakage
o1 Cloud S it
oud Securi
Mot Postare Goal should be to
obile
0 All Identities move up the
Cloud 5 Privileged V:\a‘“(e maturity curve on
- Identities all three dimensions
P Security
All IT Assets Awareness
Misconfigurations Security Awareness
— _ \ and Culture
© . AQO Attack
g Vulnerabllltles(\da,&\o External Attack Path Programme _
B gov Phishing  Surface Cyber Asset Analysis _ _lC_Ilf])ntlnuous
Some /Most © Simulation Management attack Surface Continuous c reat
IT Assets % Vulnerability EiSk based Pen Testing Management Red 'Ic;g:ttirrw(;ls M);%(;sguerrient
rioritisation i
# Management Teaming > M3 Nnageme al
Foundational Mature Advanced Process

scope
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By 2026, organisations prioritising their security
investments based on a continuous exposure
management programme will be three times less

likely to suffer from a breach

Gartner

#SecurityFirstStockholm
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' Attackers chain exposures

Expand concept of exposure beyond
vulnerabilities
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Key takeaways

|dentify full attack surface - Internal and
external

Analyse attack paths and chokepoints to
aid remediation prioritisation

Level up maturity on 3 dimensions: Assets,
Exposure categories, and Processes

Initiate a Continuous Threat Exposure
Management programme

’ Become a CEO!

Thank you
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Thank you

0 — Brian Martin
= brian.martin@integrity360.com
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