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Incident Response Drivers

Ransomware 2.0 model adoption - Maze Group

Dwell time increasing — 66 Days in 2020 EMEA (M-trends 2021 Report)

Business email compromise — MFA on 0365
Vulnerabilities in 3rd Party Software — Solarwinds, Microsof"

Remote working — RDP access

Scattergun approach — size doesn't matter
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No Incident Incident Response Incident Response
Response Plan in Plan documented, Plan in place,
Place however not tested Defined Team roles
or rolled out across and responsibilities.
all the relevant IR specialist skills or
stakeholders Retainer in place

Incident Response
plan in place with

Plan in place and
well understood with
all roles and skills in
place. Regular fire-
drills and continuous
improvement loop.

defined roles,
responsibilities and

skills in place.
Occasional dry-runs.

Organisational Maturity of Incident Response Capability
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About me

a Patrick Wragg
Cyber Incident Response Manager
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Lessons Learned Identification
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Recovery * Containment

Eradication
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Incident responders

Security Vulnerability Forensic Penetration Risk SOC
Engineers Analyst Analyst Testers Analysts Analyst
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Phishing

Mitigations

1. Awareness training
Email security gateway

3. Implement anti-spoofing technology
(SPF/Dmarc)
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Ransomware

Mitigations

Backup regularly

Have an incident response plan in place
Implement "least privilege" access principle
and network segmentation
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Mitigations ‘ * * * * *

Have a strong password

complexity requirement

Use multi-factor authentication
Implement SIEM monitoring use cases
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Zero Days

Mitigations

1. Regular vulnerability scanning
2. Patch Management

Aside from regular vulnerability scanning and | MALWARE ey .

patch management, there are no known : i} o
mitigations against O days by nature of L
definition.
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Reconnaissance Resource

Development

10techniques 6 techniques
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Discovery
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Tactics
Techniques
Procedures

ATT&CK
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Attackers infiltrate via outside partner or vendor with internal access

\
Attackers modify a digitally signed (and therefore considered “safe”)
component of Solarwind's software

Attackers execute commands, transfer files and disable system services on
<"°> customers’ software components

fa Complete control over the target company’s internal systems

@ Complete a comprehensive indicators of compromise search for the Sunburst
artefacts

Ensure that the Solarwinds servers are isolated from the network

— @ Deploy an Al driven endpoint protection solution
.‘ Ensure that all affiliated user accounts are reset
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Client's employee had come across a suspicious folder on his laptop
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,.»J Investigation found malware-laced attachment opened in a phishing email 3
< months previous

Remote Access Tool (RAT) identified, disguised as the legitimate application
Adobe Acrobat

@ Attacker had complete access over the system and the ability to connect
laterally to all the other systems within the company.

Recommendations Through reverse engineering, all communications between the attackers and
_ e . the malware were decrypted
1. Phishing mitigations - U
Awalreness trimmi forkstaff ) Attacker’s communications analysed & found that attackers were stock-piling
2. Implement a "need to know the customer's documents in real-time

access policy on all company
documents
Malware removed before attackers stole documents
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24/7 availability Skills and experience Sufficient Security
Tooling

Do you have a Do your team members have Does your business

dedicated incident the necessary technical have access to

response team ready knowledge and accreditations industry leading

at very short notice? to perform investigations? cyber security tools?
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Reporting capabilities Regulzjutory Access to latest tailored Efficient/automated
compliance threat intelligence IR process
Does your internal team What stakeholders/ Does your business Does your incident
have the time and regulatory practices are have access to the response process
resources to effectively to be informed when a latest threat address every stage of
conclude all evidence breach takes place? intelligence? an investigations in
and findings in a report? great detail?
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The Pitfalls of
managing IR
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! Fully documented incident response playbook

Preparation

.
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Identification

! Expertise in analysing security logs

Lessons Learned

! Learn from history

o

o
Recovery Containment

icati | Damage mitigation
get back to full working capacity Eradication

! Eliminating the root cause of the breach

I Fully documented process to
( ]




1 Create an Incident Response Plan

2 Produce Threat-Specific Incident
Response Playbooks

3 Create a Communication Plan

Outsource to a MSP If You Don’t
Have the Necessary Expertise

5 Keep Your Incident Response
Process Simple
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“Break-glass” services to assist . : *Proactive hours
. . Annual Incident Response Retainer so
L customers and clients in the event . . . .
Description . o you can prepare for the eventuality in *Proactive services include:
of their experiencing cyber
. . advance * IR process development
incidents and security breaches )
* Table-top exercises
Response Time 24x7 Best Efforts 4 hours » IR awareness training
) * Security testing
Prepaid hours None 40/80/120
Minimum hours per invoked
incident 40 16 **Unused hours
Procurement & Legal Unused hours can be used for:
documentation completion Completed at start of engagement Completed in advance * IR Table-Top exercises
*  Vulnerability Assessment
Incident Response Preparedness * Penetration testing
GSEEETAE: No Included * Red-team exercise
_ o * Compromise Assessment
Proactive cyber security '”C'F'e“t* Not applicable Yes * Incident Response (IR) Preparedness
response preparedness services « IR Technology Assessment
Unused hours apply to other Not licabl Yes * IR Capability Development
services** ot applicable * IR Awareness training
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Containment,

Eradication and Post Incident

Detection and

Preparation

Analysis

Recovery

Activity

Preparedness
Assessment (Retainer)

Initial Engagement
Incident
Questionnaire
Initial scoping call
Business
communication grid

Collaboration with
supporting IT teams
Runbooks for
supporting IT teams
Log collection and
Deployment of NGAV
Log Analysis
Malware analysis

Containment
through NGAV and
other measures
Eradication
through hardening
& patching
Recommended
best practices

Incident Briefing
Incident report
Recommendation
s and next steps
Lessons Learned
Proactive incident
services
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Integrity 360

Incident Response Management — Preparing for the —
inevitable - 19" of May 2021 @ 11am "

Topics discussed during the session will include:

* Important factors to consider before a breach
* IR industry best practices

 How to develop an effective IR plan

* Questions you need to ask your IR provider

o 5 Incident Response Best Practices You
Should Know About

360

INCIDENT RESPONSE:
Be prepared for not

EriC Barnes e e e Prepared for n
Cyber Services Architect

Register Now




Q&A

Patrick Wragg

Cyber Incident Response Manager

WY ETs QI EY

Senior Account Manager
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